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= SOLANA

Sajt: https://solana.com/

Open source projekat, Solana Foundation registrovana u Svajcarskoj

Anatoly Yakovenko, novembar 2017, Solana Whitepaper
(https://solana.com/solana-whitepaper.pdf)

”Solana is a decentralized blockchain built to enable scalable,
user-friendly apps for the world.”

Incijalno napisana u C-u, pa reimplementirana u Rust-u

Solana je javni blokcejn sa fokusom na visokim performansama
(blok na 400 ms), skalabilnosti i niskoj ceni transakcija (<0.01 USD)

Github: https://github.com/solana-labs/

Dokumentacija: https://docs.solana.com/introduction
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= SOLANA

Nativna kriptovaluta — token SOL, | lamport je 10 SOL

Proof of History konsenzus algoritam — tehnika za belezenje
protoka vremena medu racunarima koji ne veruju jedni drugima

— Proof of History (PoH) i ubrzani Proof of Replication (PoR) —
originalno predlozen za Filecoin

Koncept Solana klastera (skup validatora sa liderom), spolja vidljiv kao
jedinstven sistem

— lider klastera je izabrani generator Proof of History

— verifikatori repliciraju stanje blokcejna i omogucavaju njegovu visoku dostupnost

Teorijski limit za | Gbps mrezu: | Gbps / 176 B = 710k tps

Ekosistem sa vise stotina aplikacija (NFT, DeFi,Web3, ...);
https://solana.com/ecosystem

|zvor: https://medium.com/solana-labs/solanas-network-architecture-8e913eld5a40
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= SOLANA

Transaction

1
Transaction Leader State Transaction Transaction Transaction

2 (PoH Generator) 0x23432 1 2 2
Transaction

3 >

Verifier 1 Verifier 2
1. Messages sent by users
\ 4
_ State

3. Votes to confirm the state 0x23432 0x23432

Izvor: https://solana.com/solana-whitepaper.pdf

prof. dr Dusan Gajic¢ 360



https://solana.com/solana-whitepaper.pdf
https://solana.com/solana-whitepaper.pdf
https://solana.com/solana-whitepaper.pdf

Paralelni i distribuirani algoritmi i strukture podataka

= SOLANA

PoH Sequence

Index Operation Output Hash
1 sha256(”any random starting value”) hash1
200  sha256(hash199) hash200
300  sha256(hash299) hash300

hash 62£51643cl...
count 510144806912

hash 3d039%ef62e...
count 510145855488

hash c43d862dB8...
count 510146904064

Izvor: https://solana.com/solana-whitepaper.pdf
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* Sajt: https://www.cardano.org

* Cardano je open-source decentralizovani javni blokcejn i kriptovaluta,
razvija se pod okriljem Cardano Foundation registrovane u Svajcarskoj

e Pokrenut od strane Carlsa Hoskinsona (jedan od suosnivaca Ethereum-a)
2015, finansiran kroz ICO

* Prva blokcejn platforma nastala na osnovu “scientific philosophy and a
research-first driven approach”, napisan u Haskellu, jezici Plutus i Marlowe

* Kriptovaluta — token Ada (ADA), | ADA = 10° lovelace

* Vizija Cardana:“Its new style of regulated computing will bring greater
financial inclusion by providing open access for all to fair financial services.”

* Cardano koristi poseban Proof of Stake konsenzus algoritam —

“Ouroboros: A Provably Secure Proof-of-Stake Blockchain Protoco
(https://eprint.iacr.org/2016/889.pdf)

I”
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* Biblioteka radova: https://iohk.io/research/library/

Bookmark this tab

ouTPUT TECHNOLOGY RESEARCH ABOUT BLOG CONTACT CAREERS®@ £ English

LIBRARY

125 papers

Turn-Based Communication Probability Models of Distributed [| Policy-Compliant Signatures

Channels Proof Generation for zk-SNARK-
S Based Blockchains Christian Badertscher, Christian

Carlo Brunetta, Mario Larangeira, Bei —_— Matt, Hendrik Waldner
Liang, Aikaterini Mitrokotsa, Keisuke Yuri Bespalov, Alberto Garoffolo, Lyudmila e
Tanaka Kovalchuk, Hanna Nelasa, Roman
Oliynykov

November 2021, TCC '21

November 2021, ProvSec '21
November 2021
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o$ripple

Sajt: https://ripple.com, predstavljen 2012. (od 2004. Ripplepay, pa

potom kao OpenCom) — Arthur Britto, David Schwartz, Ryan
Fugger, Jed McCaleb

Ripple je sistem za poravnavanje (engl. settlement) transakcija
u realnom vremenu i razmenu valuta koji pruza mrezu za
novcane posiljke (engl. remmitance)

Kriptovaluta — ripple (XRP)
Transakcije se kompletiraju za 2 do 3 sekunde
Cena transakcije je 0.00001 XRP (10 drops)

Dva proizvoda u produkciji koriste XRP:

— xRapid je komercijalni proizvod koji omogucava bankama da koriste XRP
kako bi globalno prenosile novac

— xCurrent omogucava bankama da globalno prenose novac tako da mogu da
prate kako i gde se prenosi

prof. dr Dusan Gajic¢
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o$ripple

Tradicionalne medunarodne bankarske transakcije:

Settlement: up to 3 days

The Federal U.S. Correspondent & Japanese Bank of
Reserve _ Liquidity Provider Correspondent 7 Japan
- T - Y ST ’ ™
m m *G m m
Vi Lifting fees FX cost Lifting fees \
// Operational costs Operational costs Operational costs
‘\\ ‘/“‘
= @
o Operational costs Operational costs o
- g - - - - - Limited transaction visibility - - > -
Japanese Bank

U.S. Bank

|zvor: https://ripple.com/files/xrp_cost_model_paper.pdf
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o$ripple

* Ripple sistem za medunarodne bankarske transakcije:
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|zvor: https://ripple.com/files/xrp_cost_model_paper.pdf
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47 STELLAR

Sajt: https://www.stellar.org

Stellar je open-source, decentralizovani protokol za transfer
digitalnih u fiat valute koji omogucava medunarodna plac¢anja izmedu
bilo koje dve valute

Pokrenut 2014. — Jed McCaleb, suosnivac i CTO, prethodno eDonkey,

Mt.Gox BTC berza, Ripple (201 I), David Mazieres (Stanford) — Chief
Scientist

Kriptovaluta — lumen (XLM)
FBA konsenZUS a|g0r’itam (https://www.stelIar’.org/papers/stelIar-consensus-protocol.pdf)

Slucajevi koriscenja vrlo slicni kao kod Ripple:

— novcane posSiljke (engl. remittances) — brzo i jeftino medunarodno slanje novca u
razlicitim valutama

— mikroplacanja (engl. micropayments) — povecanje efikasnosti i smanjivanje cene malih
transfera

— servisi za osobe ranije bez bankovnih racuna (engl. services for the unbanked) —
snizavanje cene usluga kako bi se doslo do novih klijenata — racuni sa niskom cenom
odrzavanja, pozajmice i mikrostednja
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47 STELLAR

* Brze medunarodne transakcije sa razlicitim valutama sa vrlo malim
provizijama:

. A O( E ;é éEURCREDIT * \

A @ USD to EUR
* USD CREDIT Q (@ YT —
- i .~~.~"~.~~~

O ? AUD CREDIT «
=

@ USD to AUD

Izvor: https://www.stellar.org
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Constellation

Constellation

* Sajt: https://constellationnetwork.io/

* Constellation je sistem baziran na Hypergraph HGTP sa aciklichim
usmerenim grafom (engl. directed acyclic graph — DAG), napisan u
Skali

* Arhitektura DAG, svaki poteg je transakcija:

SN O\

0050 050 0-0-0 O

Izvor: https://www.reddit.com/r/CryptoCurrency/comments/pbw024/blockchain_vs_dag an_overview/
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@ Constellation

Constellation

Ekosistem mikroservisa (koncept kanala stanja — engl. state chanell)
za rad sa velikim skupovima podataka

Nativna kriptovaluta — token DAG
Konsenzus algoritam PRO (engl. Proof of Reputable Observation)

”A Technology Ecosystem that
Bridges Real-World Businesses with Crypto Economies”

DeFi platforma Lattice Exchange sa tokenom LT X:
https://constellationnetwork.io/solutions/lattice/

White Paper: https://constellationnetwork.io/discover/whitepapers/
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Online resursi

* Andreessen Horowitz (al 6z) — Crypto Cannon:
https://al 6z.com/2018/02/10/crypto-readings-resources/

' Future from a16z A new site for understanding the future, how tech shapes it, and how we build it. Go to Future >

andre}g.assen.

OrOWItZ It's time to build Portfolio Team Focus Areas v Content v About Jobs Q

Crypto Canon

by Sonal Chokshi, Chris Dixon, Denis Nazarov, Jesse Walden, and Ali Yahya

Here’s a list of crypto readings and resources (2018-2019). It's organized from building blocks and basics; foundations (&
history); and key concepts — followed by specific topics such as governance; privacy and security; scaling; consensus
and governance; cryptoeconomics, cryptoassets, and investing; fundraising and token distribution; decentralized
exchanges; stablecoins; and cryptoeconomic primitives and crypto goods (non-fungible tokens, cryptocollectibles, token-
curated registries, curation markets). We also included a section with developer tutorials, practical guides, and maker
stories — as well as other resources, such as newsletters/updates and courses, at the end. [You can find a16z’s writings,
posts, and videos on the topic at a16z.com/crypto.]

For a list of resources dedicated to NFTs, applications, community/social tokens and creator DAOs, please see

16z.com/n non.

WTF is the blockchain? — understanding the problem it solves before defining it
by Mohit Mamoria
https://hackernoon.com/wtf-is-the-blockchain-1da89ba19348
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Primeri privatnih DLT
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ra.c.rda

R3 nastao kao konzorcijum devet banaka (Bank of America, HSBC, UBS,
Credit Suisse, ING, ...)

Primene u poslovhom domenu (bankarstvo, osiguranje, trzista kapitala,
medunarodna trgovina),

Privatna mreza sa kontrolom pristupa
Koristi JVM, pametni ugovori u Javi ili Kotlinu

DLT koji nije blokcejn, transakcije se ne organizuju u blokove, vec se
obraduju na pojedinachom nivou u realnom vremenu

Onlajn resursi: https://github.com/chainstack/awesome-corda

Osobine:

— privatnost

— performanse
— skalabilnost

— open source

prof. dr Dusan Gajic¢
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ra.c.rda

Corda Application Architecture

CorDapps Marketplace: Financial Apps

eKYC 'gfgl‘{ Payments TaxApp @ = = = C()Trgggg'ty Homegrown or 37 Party Apps
. Corda Vault Servi |Operations
Corda Platform Services sl Ceonter
»
13
) =)
Business ‘s
CorDapps Oracles Notary NW Map Asset Trade Monitoring %
Dev Services Services Registry Registry g
@
Technical L
Service Trusted ' Alerts =
Reporting Glr;tt%wgl Provider Backbone Cash Identity o
y Gateway Network Vault %
Information E
Mgmt ©
- - c
Digital Agreement Contract . Interaction —_
Sandbox Signing States Verification Transactions Protocols —
Compliance
Corda Core Node Services AU

Izvor: http://arunkottolli.blogspot.com/2017/10/r3-corda-a

‘ Interop with
Other Financial
_ Platforms

lication-architecture.html
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r3.c.-rda

* Cordai Corda Enterprise

* R3 Corda platforma (https://www.r3.com/corda-platform/)

* R3 Conclave (https://www.conclave.net/) — confidential computing

Contact  Blog rs.

c-rda
Why Corda Solutions Resources For Developers Q ‘ Get Corda

The future of digital finance
is built on trust.

Build digital financial solutions quickly on the only private, secure, and scalable DLT
platform designed for regulated markets.

WNS

Izvor: https:/www.r3.com/corda-platform/
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r3.c.-rda

* Kaleido Corda (https://www.kaleido.io/product/features#protocol-corda)

@ kaleido Product v Pricing Solutions v  Open Source v  Resources v Company v

Corda

Featured Services

Kaleido Core I's. C‘ rd a

Infrastructure
FireFly
Tools Corda Enterprise Corda OS
Protocol Corda Enterprise builds on top of Corda is an open source
Eth the open source version and adds blockchain protocol, designed for
ereum
critical capabilities for enterprise business from the start.
Corda production deployment.
Fabric

Coming Soon

Kaleido Services

Izvor: https://www.kaleido.io/product/features#protocol-corda
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r3.c.-rda

* Chainstack Corda (https://chainstack.com/protocols/corda/)

CDCh(]inSt(]Ck Product ~  Pricing Customers Blog Docs ~ Login

//‘

4
Build better with ¢-rda ‘-"//

Deploy and manage high-performing, secure Corda
nodes and networks in minutes.

Izvor: https://chainstack.com/protocols/corda
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HYPERLEDGER

Hyperledger je open-source kolaborativna inicijativa stvorena kako
bi se unapredile blokcejn tehnologije i njihova primena u razlicitim
sektorima poslovanja (engl. enterprise)

Nosilac je inicijalno bila Linux fondacija, THE
a potom Hyperledger fondacija L I N Ux
https://www.hyperledger.org/ FOUNDATION

Pokrenuta krajem 2015. na inicijativu veceg broja kompanija (IBM, Intel,
SAP, ...)

Februara 201 6. pocetak aktivhog razvoja

Obuhvata veci broj radnih okruzenja i alata (ukupno 16 projekata na kraju
2020.)
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Hyperledger clanovi

EE::Z——:-—E: JPMorgan &) AIRBUS

DAIMLER
ANERICAN
(Inte! ) E SAD4

o | |l|||| I ‘Q"Nuf”
ciIsco ~

DEUTSCHE BORSE
GROUP
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Hyperledger projekti

Distribuirane knjige (engl. distributed ledgers):
— Fabric
— Sawtooth
— lIroha
— Indy
—  Burrow
— Besu

Alati (engl. tools):
— Avalon
— Cello
— Explorer
— Caliper
Namenski (engl. domain-specific):
— Grid
Biblioteke (engl. libraries):
—  Quilt
— Ursa
— Aries
— Transact
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Hyperledger projekti

—_—

HYPERLEDGER 4 HYPERLEDGER ~1 - HYPERLEDGER ‘% . HYPERLEDGER §n, HYPERLEDGER M HYPERLEDGER
: R
BESU ‘Y FABRIC M&INDY  #& IROHA <& SAWTOOTH
Java-based Permissionable smart Enterprise-grade DLT Decentralized identity Mobile application focus Permissioned & permissionless
Ethereum client contract machine (EVM) with privacy support support; EVM transaction family
=mmm| HYPERLEDGER
. HYPERLEDGER I M HYPERLEDGER HYPERLEDGER HYPERLEDGER Hle GRID
ARIES mmm QUILT ' AVALON CALIPER -
HYPERLEDGER *+  HYPERLEDGER HYPERLEDGER <» <> HYPERLEDGER
A TRANSACT 8 URSA CELLO W EXPLORER oo
)

Izvor: https://www.hyperledger.org
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Hyperledger projekti

Infrastructure THE
Technical, Legal, Marketing, L !?)Bm)gc%

Organizational

Ecosystems that accelerate A —— v o Dban Contalnar
open development and oud Foundry ] yperieuager Initiative
commercial adoption

Frameworks

to business blockchain frameworks Indy Fabric Iroha Sawtooth Burrow
developed by a growing community of
communities

Tools

Typically built for one framework, and through
common license and community of communities
approach, ported to other frameworks

Hyperledger Hyperledger Hyperledger
Composer Explorer Cello

Izvor: https://www.hyperledger.org/wp-content/uploads/2017/08/HyperLedser Arch WG Paper | Consensus.pdf
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Hyperledger slucajevi koriscenja
DA ‘|

Cross-Border Payments

Transferring money across international borders is still complicated, time consuming
and expensive. Payments routed abroad can take several days to get settled.
Existing money transfer systems suffer furthermore from long lines, exchange rate <
losses, counter-party risks, bureaucracy and extensive paperwork. Cross-border
payments have become a critical part of millions of lives as we moved towards a
more globalized world and multicultural societies. 4¥\

Sm y | N, ” WELLS
After months of work, a global team of developers have completed a ULV 41\ 7 2 X 4 FARGO
cross-border POC built with Hyperledger Fabric. Designed to test whether ﬂ
moving member bank accounts to a distributed ledger could help the inter-bank

payments platform Swift reconcile in real time, the blockchain trial is now ready o

for its next phase of testing with General members ANZ, BNP Paribas, BNY —>
Mellon and Wells Fargo. BNY MELLON BNP PARIBAS

Hyperledger Fabric enables real-time visibility on the liquidity of Nostro accounts,
easing reconciliation and allowing liquidity savings while meeting key industry

requirements such as governance, data privacy, standardisation, and identity. Read about the POC in Coindesk.

&l * HYPERLEDGER Hear about the collaboration in the 1\~
s st S T Community Spotlight video.
]
Izvor: https://www.hyperledger.org/wp-content/uploads/2018/03/The-Hyperledger-Vision-1 | - | .pdf
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Seafood Supply Chain
Traceability

Blockchain technologies are being used in the fishing industry to drive fish catch
towards more ethical practices, obstructing pirate fisherman and fish that are caught
outside of legal fishing areas from being sold.

Hyperledger Premier member Intel is collaborating with the Hyperledger
community to implement a modern approach to seafood traceability.
Leveraging the Hyperledger Sawtooth framework, the seafood journey can
now be recorded from ocean to table.

Intel has revealed a public demo that finds it
showcasing how a seafood supply chain can be
built using Hyperledger Sawtooth.

loT sensors can be attached to any object (like fish) that is entrusted to someone
else for transport, with trackable ownership, possession, and telemetry parameters
such as location, temperature, humidity, motion, shock and title. The final buyer can
access a complete record of information and trust that the information is accurate
and complete. Revolutionizing the seafood supply chain is just one example of the
many ways Hyperledger Sawtooth can have real world benefits.

/I HYPERLEDGER

Izvor: https://www.hyperledger.org/wp-content/uploads/2018/03/The-Hyperledger-Vision-1 | - | .pdf
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<>,. HYPERLEDGER

¥ FABRIC

Hyperledger Fabric je platforma za resenja sa distribuiranom
glavhom knjigom i mrezom sa kontrolisanim pristupom (engl.
permissioned network), koja se zasniva na modularnoj arhitekturi i
omogucava visok stepen poverljivosti, otpornosti, fleksibilnosti i
skalabilnosti

IBM donirao znacajan deo koda
Github: https://github.com/hyperledger/fabric
Osobine:

— Modularnost

— Poverljivost
— Otpornost (resiliency)
— Fleksibilnost

— Skalabilnost i visoke performanse
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Izvor: https://developer.ibm.com/tv/the-creation-of-hyperledger-fabric-v | -for-stable-blockchain-networks/
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Bitcoin vs Etherum vs Hyperledger Fabric

Bitcoin Ethereum Hyperle.dger
Fabric
Kriptovaluta bitcoin etar /
javna ili privatna sa privatna sa
Mreza javna ] Privat kontrolom
kontrolom pristupa :
pristupa
Transakcije anonimne anonimne ili privatne javne ili poverljive
Konsenzus Proof of Work Proof of Stake RAFT, P B.F Tu
najavi
da (chaincode —
Pametni ugovori / da Go, JavaScript
(Solidity, LLL, ...) ’ Java) ’
Jezici C++ C++, Python, Go Go, JavaScript, Java
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Fabric — osnovni koncepti

Dve mreze: uredivacka (engl. ordering) i peer

Tipovi cvorova (engl. nodes): klijent, peer i uredivac
(engl. orderer)

Peer: moze igrati dve uloge — endorser, commiter
Transakcije: deploy, invoke i query

Pruzalac servisa clanstva (engl. Membership Services
Provider — MSP) — Fabric CA

Servis za uredivanje (engl. Ordering Service) — orderer:
ranije SOLO i Apache Kafka, RAFT, PBFT u najavi

Koncept kanala (engl. chanells) — podmreze sa posebnom
glavnom knjigom, omogucavaju poverljive transakcije

prof. dr Dusan Gajic¢
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Fabric arhitektura

3 Relay Submit TXM

4 Deliver batch

membership
No SPoF -
No SPoT ;
— peer
S Endorser
<
N .
Committer
— application
1 Endorse Proposal__

SDK - ——
o Ledger
\_Keys,j Chaincode

Event

Atomic broadcast

o-service ——

Order TXs in
a batch
according to
consensus

Izvor: https://jira.hyperledger.org/secure/attachment/10056/FabricNext-Community.pdf
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Fabric pruzalac usluga clanstva

Pruzalac usluga clanstva (engl. Membership Services Provider —
MSP) realizuje komponenta Fabric CA (Certificate Authority)

Moze se koristiti i OpenSSL za sertfikate — vazno je da se generisu
ECDSA sertifikati

Kod Fabrica v0.6 je MSP bio jedinstvena tacka otkaza (engl. Single
Point of Failure — SPoF)!

Od Fabrica v1.0 i nadalje dosupni visestruki MSP

Root sertifikat za svakog clana (member) i enrollment
sertifikat za svakog autorizovanog korisnika

Kljucevi zasnovi na kriptografiji sa eliptichim krivama (ECC) i
Rivest-Shamir-Adelman (RSA) kriptosistemu, ECC kljucevi jaci
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Chaincode

Programski kod koji u Hyperledger Fabricu implementira
pametne ugovore

Citanje iz i upis u glavnu knjigu mogu¢ je samo preko
chaincode-a

Mogu se izvrsavati paralelno nad disjunktnim skupovima
endorser-a

Programski jezici opste namene za pisanje chaincode: Go,
Node.js (JavaScript), Java (od vl.3)

Funkcije:
— Init (incijalizacija chaincode-a, kreiranje dobara, upis stanja)
— Invoke (get, set, delete), Query

— main():err := shim.Start(new(SimpleChaincode))

prof. dr Dusan Gajic¢
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Fabric servis za uredivanje

Poseban skup c¢vorova uredivaca (engl. orderers -
consenters) koji ureduju transakcije u blokove Cini servis za
uredivanje (engl. ordering service)

Radi nezavisno od peer mreze i ureduje transakcije po FCFS
(engl. First-Come-First-Served) principu za sve kanale na mrezi

|zvrsavanje chaincode-a, koje je potencijalno skupo, je uklonjeno sa
kriticne putanje servisa za uredivanje — ve€i propusni opseg i
bolja skalabilnost (https://arxiv.org/abs/1801.10228)

Lako zamenjiva implementacija: RAFT, u planu PBFT
implementacija

Zajednicka tacka za celu mrezu — cuva i sistemski lanac koji
sadrzi blokove sa podacima o konfiguraciji (MSP, pravila, podaci o
identitetu Clanova...)
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* Konsenzus algoritam kod Hyperledger Fabrica izvrsava se u tri faze:

Paralelni i distribuirani algoritmi i strukture podataka

Fabric konsenzus algoritam

saglasnost (engl. endorsement) — vodi se odgovarajucim pravilima
(npr. najmanje m od n potpisa) po kojima ucesnici podrzavaju
odredenu transakciju

uredivanje (engl. ordering) — prihvataju se podrzane transakcije i
postize se konsenzus o njihovom redosledu u bloku koji ¢e biti
upisan u ledger

validacija (engl. validation) — uzima se blok uredenih transakcija i
potvrduje se tacnost rezultata, ukljucujuci proveru politike
saglasnosti (engl. endorsement policy) i dvostruke potrosnje (engl.
double-spending)
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TRANSACTION-ENDORSED

—@

Msgs into a valid
endorsement that
satisfies

endorsementPolicy

(chaincodelD)

broadcast(endorsement)

tx=<clientID,

-

client(C)

chaincodelD,
txPayload,
timestamp,
clientSig>

—
_\\N\x\’
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Fabric tok transakcije

—

.....

endorsing
peer (EP1)

endorsing
peer (EP2)

@)
-
Q.
M
Simulate/Execute tx =,
Sign TRANSACTION-ENDORSED -
oQ
w
M
-
3 =.
. (@]
M
M

Verify endorsement, readset

If OK

apply writeset to state

endorsing
peer (EP3)

prof. dr Dusan Gajic¢
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Izvor: https://www.hyperledger.org/wp-content/uploads/2017/08/HyperLedger_Arch_WG_Paper_|_Consensus.pdf

(committing)
peer (CP1)
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Fabric glavna knjiga

U glavnoj knjizi se beleze sve promene stanja (transakcije) nastale
kao rezultat poziva chaincode-a. Svaka transakcija rezultuje
skupom kljuc-vrednost parova (engl. key-value pairs) koiji se upisuju u
glavnu knjigu

glavna knjiga = log transakcija + stanje sveta

Log transakcija (engl. transaction log) je lanac, tj. blokcejn

Stanje sveta (engl. world state) Cuva se u izabranom sistemu za rad sa

parovima kljuc-vrednost (engl. key-value store — KVS) (LevelDB — default,
CouchDB,..))

Za svaki kanal postoji po jedna glavna knjiga

Svaki peer cuva kopiju glavne knjige za svaki od kanala ciji je ¢lan

Velicina i frekvencija izdavanja blokova su programabilni
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Fabric glavna knjiga

* Glavna knjiga (Ledger — L) sastoji se od blokcejna
(Blockchain — B) i stanja sveta (World state — W), pri cemu
blokcejn B odreduje stanje sveta WV, tj. stanje sveta W je
izvedeno iz B

Ledger

World State

Blockchain

L comprises Band W

B determines W

|zvor: https://hyperledger-fabric.readthedocs.io/en/latest/ledger/ledger.html
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Fabric blokcejn

* Primer Fabric blokcejna sastavljenog od 4 bloka (BO, Bl, B2, B3)

* BO je blok postanka (engl. genesis block) — sadrzi konfiguracionu
transakciju koja sadrzi inicijalno stanje kanala mreze

Blockchain

B1 Block
2]0)
HO H3 Block header
DO D1 Block data
(genesis)
T5 Transaction
M3 Block metadata

H1!l [H2 H2 is chained to H1

Izvor: https://hyperledger-fabric.readthedocs.io/en/latest/ledger/ledger.html
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Fabric blok

» Zaglavlje Fabric bloka ima tri polja: broj bloka, hes
trenutnog bloka i hes iz zaglavlja prethodnog bloka

Blok sadrzi i podatke bloka (engl. blockdata) i metapodatke

H2

(block number) 2

C H 2 (current block hash)

P H 1 (previous block hash)

H2

Block header

Block number

CH2

Hash of current block
transactions

PH1

Copy of hash from
previous block

H2:

V2

V2 is detailed view of H2

Izvor: https://hyperledger-fabric.readthedocs.io/en/latest/ledger/ledger.html
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Fabric transakcija

Transakcija u podacima bloka (engl. blockdata) sastoji se od zaglavlja (engl.

transaction header), potpisa (engl. transaction signature) klijentske aplikacije,
predloga (engl. transaction proposal) — ulaznih parametara za chaincode,

odgovora na transakciju (engl. transaction response) — izlaz chaincode-a, i liste
podrske (engl. list of endorsements)

H4

Transaction

S4

4

Header

P4

Signature

Proposal

R4

Response

E4

Endorsements

T 2)| /2
$Iiil =

T4: Vv

i

V4 is detailed view of T4

Izvor: https://hyperledger-fabric.readthedocs.io/en/latest/ledger/ledger.html
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Online resursi — Hyperledger

Hyperledger White Papers:

https://www.hyperledger.org/learn/white-papers

Hyperledger Architecture,Volume |:

https://www.hyperledger.org/wp-content/uploads/2017/08/HyperLedser Arch WG Paper | Consensus.pdf

Official documentation:

—

https://hyperledger-fabric.readthedocs.io/en/latest/

Rocket Chat:

https://chat.hyperledger.org/
StackOverflow:

https://stackoverflow.com/questions/tagged/hyperledger-fabric
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Hyperledger online resursi i reference

O Features Business Explore Marketplace Pricing

* Hyperledger Github (https://github.com/hyperledger):

Hyperledger Project

https://www.hyperledger.org

L] Repositories 74 People 110

Pinned repositories

fabric

Read-only mirror of https://gerrit.hyperledger.org
/r/#{admin/projects/fabric

@®Go W45k Y27k

iroha

Iroha - A simple, decentralized ledger

@C++ W69 Y218

composer
Composer is a framework for building Blockchain

business networks

JavaScript W 920 Y434

burrow
Hyperledger Burrow

®Go W34 Y126

prof. dr Dusan Gajic¢

This organization

Sign in o1 Sign up

sawtooth-core

Core repository for Sawtooth Distributed Ledger

@Python K759 ¥ 369

indy-node

Indy Node

@ Python W 127 ¥ 153
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Literatura — Hyperledger Fabric

Blockchain

with Hyperledger

Building decentralized applications with Hyperledger Fabric
and Composer
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Hyperledger Fabric: A Distributed Operating System for
Permissioned Blockchains

Elli Androulaki Christian Cachin Christopher Ferris
Artem Barger Konstantinos Christidis Gennady Laventman
Vita Bortnikov Angelo De Caro Yacov Manevich
IBM David Enyeart IBM
IBM
Srinivasan Muralidharan® Chet Murthy* Binh Nguyen”
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ABSTRACT
Fabric is amodular and extensible open-source system for deploying
and operating permissioned blockchains and one of the Hyperledger
projects hosted by the Linux Foundation (www.hyperledger.org).

Fabric is the first truly extensible blockchain system for running
distributed applications. It supports modular consensus protocols,
which allows the system to be tailored to particular use cases and
trust models. Fabric is also the first blockchain system that runs
distributed applications written in standard, general-purpose pro-
gramming languages, without systemic dependency on a native
cryptocurrency. This stands in sharp contrast to existing block-
chain platforms that require “smart-contracts” to be written in
domain-specific languages or rely on a cryptocurrency. Fabric real-
izes the permissioned model using a portable notion of membership,
which may be integrated with industry-standard identity manage-
‘ment. To support such flexibility, Fabric introduces an entirely novel
blockchain design and revamps the way blockchains cope with non-

resource exhaustion, and performance attacks.

This paper describes Fabric, its architecture, the rationale be-

hind various design decisions, its most

ACM Reference Format:
Elli Androulaki, Artem Barger, Vita Bortnikov, Christian Cachin, Konstanti-
nos Christidis, Angelo De Caro, David Enyeart, Christopher Ferris, Gen-
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Chrysoula Stathakopoulou, Marko Vukolié, Sharon Weed Cocco, and Ja-
son Yellick. 2018. Hyperledger Fabric: A Distributed Operating System for
Permissioned Blockchains . In EuroSys '18: Thirteenth EuroSys Conference
2018, April 23-26, 2018, Porto, Portugal. ACM, New York, NY, USA, 15 pages.
https://doi.org/10.1145/3190508.3190538

1 INTRODUCTION
A blockchain can be defined as an immutable ledger for recording
i within a network of mutually
untrusting peers. Every peer maintains a copy of the ledger. The
peers execute a consensus protocol to validate transactions, group
them into blocks, and build a hash chain over the blocks. This
process forms the ledger by ordering the transactions, as is neces-
sary for consistency. Blockchains have emerged with Bitcoin [3]
and are widely regarded as a promising technology to run trusted
h in the digital world.

aspects, as well as its distributed application programming model.
We further evaluate Fabric by implementing and benchmarking
a Bitcoin-inspired digital currency. We show that Fabric achieves
end-to-end throughput of more than 3500 transactions per second
in certain popular y s, with d
latency, scaling well to over 100 peers.
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In a public or p anyone can
without a specific identity. Public blockchains typically involve a
native cryptocurrency and often use consensus based on “proof of
work” (PoW) and economic incentives. Permissioned blockchains,
on the other hand, run a blockchain among a set of known, iden-
tified participants. A permissioned blockchain provides a way to
secure the interactions among a group of entities that have a com-
mon goal but which do not fully trust each other, such as businesses
that exchange funds, goods, or information. By relying on the iden-
tities of the peers, a i d blockchain can use itional
Byzantine-fault tolerant (BFT) consensus.

Blockchains may execute arbitrary, programmable transaction
logic in the form of smart contracts, as exemplified by Ethereum [5].
The scripts in Bitcoin were a predecessor of the concept. A smart
contract functions as a trusted distributed application and gains
its security from the blockchain and the underlying consensus
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Figure 1. Chronology of key ideas found in bitcoin.
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Zero Knowledge Proofs

* Dokaz sa nultim znanjem (engl. zero-knowledge proof — ZKP) —
Ali Babina pecina:

Door with code
Alice can't see Bob and doesn't

know which route he chose.
She wants to know if Bob
knows the door’s code.

.

Bob selected
aroute
randomly

Alice randomly tells Bob a route
back. If Bob returns by the route
Alice said it would prove that Bob
knows the code.

Izvor: https://www.bbva.com/en/zero-knowledge-proof-how-to-maintain-privacy-in-a-data-based-world/
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Zero Knowledge Proofs

Dokaz sa nultim znanjem (engl. zero-knowledge proof — ZKP) je
metod kojim jedna strana (dokazivac — engl. prover) moze dokazati drugoj
strani (verifikator — engl. verifier) da zna vrednost x, bez pruzanja bilo koje
dodatne informacije osim Cinjenice da poznaje vrednost x

Sustina ZKP je u tome sto je trivijalno dokazati da neko ima odredenu
informaciju tako sto je otkrije. Izazov je dokazati poznavanje informacije
bez njenog otkrivanja ili pruzanja bilo kakvog dodatnog podatka

Dokaz sa nultim znanjem mora zadovoljiti sledeca tri svojstva:

— kompletnost (engl. completeness): ako je tvrdenje tacno, posteni verifikator
(tj. onaj koji ispravno prati protokol) ce biti ubeden u ovu cinjenicu od strane
postenog dokazivaca

— valjanost (engl. soundness): ako je tvrdenje netacno, nijedan lazljivi dokazivac
ne moze ubediti postenog verifikatora da je tacho, osim sa odredenom malom
verovatnocom

— nulto znanje (engl. zero-knowledge): ako je tvrdenje tacno, nijedan verifikator
ne saznaje nista vise od cCinjenice da je tvrdenje tacno. Drugim recima, samo
poznavanje tvrdenja (ne i tajne) je dovoljno da se zamisli scenario u kome
dokazivac zna tajnu

prof. dr Dusan Gajic¢
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Zero Knowledge Proofs

Goldwasser, S.; Micali, S.; Rackoff, C. (1989), "The knowledge complexity of

interactive proof systems”, SIAM Journal on Computing, Philadelphia: Society
for Industrial and Applied Matehmatics, 18 (1):186-208

— http://people.csail.mit.edu/silvio/Selected%20Scientific%e20Papers/Proof%20Syst
ems/The_Knowledge_Complexity Of Interactive_Proof_Systems.pdf

Zcash — MIT, Technion, Johns Hopkins, Tel Aviv University i Berkeley
— https://z.cash

— "Zero-knowledge proofs allow transactions to be verified without revealing
the sender, receiver or transaction amount.”

Explain Like I'm 5: Zero Knowledge Proof (Halloween Edition)
— https://hackernoon.com/eli5-zero-knowledge-proof-78a276db9eff
What is ZKP? A Complete Guide to Zero Knowledge Proof
— https://101blockchains.com/zero-knowledge-proof/

On Zero-Knowledge Proofs in Blockchains

— https://medium.com/@argongroup/on-zero-knowledge-proofs-in-blockchains-
| 4c48cfd 1 dd|
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Kvantni racunari

1959. Richard Feynman predavanje “There’s Plenty of Room at the Bottom” —
mogucnost kvantnog racunarstva, | 98 1. ”Simulating Physics with Computers”

Danas u aktivan razvoj ukljuceni IBM, Google, Intel, D-Wave

2017. D-Wave prodaje kvantne racunare sa 2000 kjubita (engl. qubit), ali zasnovane
na principu kvantnog celicenja (engl. quantum annealing) specijalizovanom za
probleme optimizacije

2023.1BM Condor sa | 121 kjubitom, univerzalni kvantni racunar, zasnovan na
neutralnim atomima i superprovodnicima

Richard Feynman
(1918-1988)

prof. dr Dusan Gajic¢
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IBM Condor

CONDOR
1121 QUBITS
SCALE | YIELD

Izvori: https://postquantum.com/industry-news/ibm-condor/,
https://www.newscientist.com/article/2405789-ibms-condor-quantum-computer-has-more-than- | 000-qubits/
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Kvantni racunari

Kjubiti (engl. qubit) se mogu nalaziti u kvantnim stanjima 0i I, kao
i u superpoziciji ovih stanja. Rezultat merenja stanja kjubita je uvek O ili
|, ali verovatnoca rezultata zavisi od kvantnog stanja u kome se kjubit
nalazio

Kvantna logicka kola (Toffoli, Fredkin, Hadamard, Pauli, ...)
Sorov algoritam za faktorizaciju
Groverov algoritam trazenja
Kvantna Furijeova transformacija

Januara 2019. IBM predstavio komercijalni
kvantni racunar — IBM Q System One

Jezici: QASM, Qiskit (IBM), Cirq (Google), Q#...

Quantum Computers Explained:
https://www.youtube.com/watch?v=B3U INDUiwSA —7 = 1)
Blohova sfera
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Preporucena literatura

* Thomas VWong

Introduction to Classical and

. Quantum Computing
Introduction to

Classical and
Quantum Computing

e 2022
* Rooted Grove

Thomas G. Wong
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Preporucena literatura

e Chris Bernhardt

Quantum Computing

for Everyone
FOR EVERYONE

CHRIS BERNHARDT

e 2020
e The MIT Press
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Preporucena literatura — napredni nivo

 Michael Nielsen,

Quantum
Isaac Chuang Computation
and Quantum
Quantum Computation and | Mt tlill
. MICHAEL A. NIELSEN
Quantum Informatlon, {/ /and 1SAAC L. CHUANG /

| 0*" Anniversary Edition

* 2011

* Cambridge University Press
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Blokcejn i kvantna apokalipsa

PhD Comics — Quantum Computers Animated
— https://www.youtube.com/watch?v=T2DXrs0OpHU

Is Quantum Computing an Existential Threat to Blockchain Technology?

— https://singularityhub.com/2017/1 1/05/is-quantum-computing-an-existential-threat-to-
blockchain-technology/#sm.00000d336zn3wlezévdpwya0aoébll

Quantum Resistant Ledger
— https://github.com/the QRL/Whitepaper/blob/master/QRL_whitepaper.pdf

Blockchained Post-Quantum Signatures
— https://eprint.iacr.org/2018/658.pdf

£
HOW'S YOUR €| THE PROJECT EXISTS
IN A SIMULTANEOUS
STATE OF BEING BOTH
TOTALLY SUCCESSFUL
AND NOT EVEN
STARTED.

QUANTUM COMPUTER
PROTOTYPE COMING
ALONG?

/ GRE)AT!

CAN I THAT'S

OBSERVE A TRICKY
1T? QUESTION.

Dilbert.com DilbertCartoonist@gmail
4-17-12 ©2012 Scott Adams, InC. /Dist. by Universal Uclick
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Buducnost blokcejna

* Infographic: How the Blockchain is Powering Our Future:

— https://www.visualcapitalist.com/blockchain-powering-future/

BLOCKCHAIN

POWERING THE FUTURE

|

— Improves ldentity
=5 | Transparency Management
=N

S

&—— Faster
1“’/\> | Process Expedited —

Security /
Screening ' Samuel

Municipal City Clerk Reglonal Sales Directe

When Esha gets to work she manages Tr ave | Samuel uses biometric

licenses and permits, public records. and MERE gemen § identity verification to

supervises local election ballots. make his frequent
business trips a smooth
travelling experience.
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Buducnost blokcejna

7 Ways The Blockchain Can Save The Environment and Stop Climate Change

https://futurethinkers.org/blockchain-environment-climate-change/

7 WAYS THE BLOCKCHAIN
CAN HELP THE ENVIRONMENT

ENVIRONMENTAL TREATIES
TRACK REAL IMPACT AND COMPLIANCE OF
ENVIRONMENTAL TREATIES
DECREASE FRAUD AND MANIPULATION

El 5Y
INCREASE EFFICIENCY WITH _n U & TRACK WHERE DONATIONS ARE GOING
P2P ELECTRICAL GRIDS — ; o/ DECREASE INEFFICIENCY AND
IMPROVE ACCESS TO POWER IN AREAS BUREAUCRACY IN CHARITIES
WITH POVERTY OR NATURAL DISASTERS ;

ENCOURAGE RECYCLING BY N 4 CALCULATE TAX FOR PRODUCTS
PROVIDING TOKENIZED REWARD BASED ON CARBON FOOTPRINT
TRACK AND EVALUATE EFFICACY CREATE A REPUTATION SYSTEM

OF RECYCLING PROGRAMS FOR COMPANIES BASED ON
EMISSIONS

TRANSPARENTLY TRACK PRODUCTS ALIGN INCENTIVES WITH
FROM ORIGIN TO STORE SHELF SUSTAINABLE PRACTICES
REDUCE CARBON FOOTPRINT AND CREATE INCENTIVES FOR PEOPLE
UNSUSTAINABLE PRACTICES TOACT IN SUSTAINABLE WAYS

CREATED BY 2 INFORMATION BY

UTURETHINKERS oz & ONLINE
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Buducnost blokcejna

* The future of blockchain in 8 charts

— https://www.raconteur.net/business-innovation/the-future-of-blockchain-in-8-charts

NEW KID ON THE BLOCK - HOW BLOCKCHAIN TECHNOLOGY IS SET TO TRANSFORM FINANCIAL SERVICES

Verifiable and
robust identities,

cryptographically
secured

Transfer of value in
very large and very
small increments
without an intermediary
will dramatically
reduce the cost and
speed of payments

Distributed ledger Payment mechanism
will make audit and AUTHENTICATING MOVING VALUE - combined with a
financial reporting real- IDENTITY AND VALUE PAYMENTS, TRANSFERS reliable, safe store of
time, responsive and AND PURCHASES value reduces the need

transparent, improving
the ability of regulators

=

for typical financial
services; savings and

to scruntinise corporate current accounts will
financial actions become obsolete
ACCOUNTING STORING VALUE -
FORVALUE - FINANCIAL ASSETS SUCH
NEW CORPORATE AS CURRENCIES
GOVERNANCE AND COMMODITIES
Debt can be issued,

Reputational systems
enable insurers to
estimate actuarial

risk better, creating
decentralised markets
for insurance

New models for
peer-to-peer (P2P)
financing, and recording
of corporate actions
such as dividends paid
automatically through
smart contracts

AN
AR
R

INSURING VALUE

AND MANAGING RISK

POTENTIAL IMPACT
OF BLOCKCHAIN

&

FUNDING AND

INVESTING IN ASSETS

LENDING VALUE -
CREDIT, MORTGAGES,
BONDS

j
U
EXCHANGING VALUE -

SPECULATING, HEDGING

ANDARBITRAGING

prof. dr Dusan Gajic¢

traded and settled

on the blockchain,
increasing efficiency
and improving systemic
risk; consumers can use
reputation to access
loans from peers

New models for P2P
financing and recording
of corporate actions
such as dividends paid
automatically through
smart contracts

Source: Blockchain Revolution, Tapscott/Tapscott
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Paralelni i distribuirani algoritmi i strukture podataka

Buducnost blokcejna

* The future of blockchain in 8 charts
— https://www.raconteur.net/business-innovation/the-future-of-blockchain-in-8-charts

WHAT BLOCKCHAIN ADOPTION COULD LOOK LIKE

2015

EXPLORATION
AND DEVELOPMENT

@ Initial capability
and use-case
assessments

@ Early adoption
likely for
internal
reconciliation

Source: Accenture
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