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Uvod u blokcejn
(nastavak)
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Lanac blokova

* Glavna knjiga u vidu
kriptografski povezanog
lanca blokova:

<«— glavni (najduzi) lanac (engl. main chain) »

blok siroce (engl. orphan block) —

«<— blok postanka (engl. genesis block)

|zvor: https://en.wikipedia.org/wiki/Blockchain
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Blok

Blok (engl. block) je skup transakcija koje se u kompletu
istovremeno dodaju u lanac. Svaki blok sadrzi odredeni broj
transakcija

Postavljanje vremenskog otiska (engl. timestamping) je kljucno
svojstvo blokcejn tehnologije. Svaki blok sadrzi vremenski otisak i
svaki novi blok se referencira na prethodni. Zajedno sa
kriptografskim hesevima, ovakav lanac blokova sa vremenskim
otiscima pruza neizmenjiv zapis svih transakcija u mrezi, pocev od
prvog (tj. genesis) bloka

Blok, tj. zaglavlje (engl. header) bloka, tipicno sadrzi cetiri
metapodatka:

— referencu na prethodni blok u vidu kriptografskog hesa

— nons (engl. nonce), slucajni broj koiji se koristi samo jedanput

— vremenski otisak

— koren Merkleovog stabla za transakcije ukljucene u blok

prof. dr Dusan Gajic¢
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Merkleovo stablo

Merkleovo stablo (engl. Merkle tree — Ralph Merkle 1979.) ili hes stablo je stablo
u kome je svaki terminalni €vor (list) oznacen hesom bloka podataka, a svaki
neterminalni €vor je oznacen kriptografskim hesom oznaka njegovih
potomaka. Hes stabla omogucavaju efikasnu i bezbednu verifikaciju sadrzaja velikih
struktura podataka

Primene:

Bitcoin, Ethereum
Git, Mercurial

-

IPES, ZFS, Btrfs
Cassandra, Riak
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Izvor: https://en.wikipedia.org/wiki/Merkle_tree
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Primer: Bitcoin lanac blokova

* Primer globalne strukture Bitcoin lanca blokova: .
4 )

4 Block 10 A Block 11 4 Block 12 A
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|zvor: https://en.wikipedia.org/wiki/Blockchain
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Primer: Princip rada blokcejna

« Aca, Branka, Cveta i Dusan su ucesnici u jednoj blokcejn mrezi. Stanje
racuna (glavne knjige) je Aca = 5, Branka = 3, Cveta = 7, Dusan = 4.

Dusan hoce da izvrsi transakciju kojom salje ucesniku Cveti iznos od 3
BTC.

a) Ko mora da predlozi tu transakciju i digitalno je potpise!?
b) Ko proverava da li je transakcija validna?
) Sta moramo prvo proveriti?
i) Da li je transakcija validna i ako Dusan u istom trenutku predlaze
transakciju kojom salje Aci iznos od 4 bitkoina? Kako vremenski
otisak uz transakciju utice na odluku po ovom pitanju?

c) Ko upisuje blokove sa validiranim transakcijama u svoju kopiju glavne
knjige?

prof. dr Dusan Gajic¢ 292
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Pametni ugovori

Pametni ugovor (engl. smart contract) je samo-izvrSavajuci
racunarski program koji automatski izvrsava unapred
definisane akcije (npr.izvrsi se placanje kada neki dogadaj okine
(engl. trigger) pametni ugovor) kada se odredeni uslovi unutar
sistema ispune

Funkcionalnost pametnih ugovora odnosi se na stepen
funkcionalnosti DLT radnog okruzenja ili mreze u smislu
slozenosti izracunavanja koja moze izvesti na lancu (engl. on-

chain)

— sa pamcenjem stanja (engl. stateful) — sekvencijalni: logicki-optimizovani
sistem sa Sirokim funkcionalnostima pametnih ugovora na nivou protokola,
pamti interno stanje, podrzava iteracije i rekurziju, otezana verifikacija

— bez pamcenja stanja (engl. stateless) — kombinacioni: transakciono-
optimizovani sistem koji ne podrzava slozena izracunavanja na osnovhom

nivou, nema internog stanja, laksa verifikacija
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Tipovi blokcejn mreza

Osnovna podela blokcejn P2P mreza na osnovu mogucénosti
pristupa:

— javne (engl. public), bez kontrole pristupa (engl. permissionless), tj. sa
slobodnim pristupom — bilo ko se moze pridruziti mrezi

— privatne (engl. private), sa kontrolom pristupa (engl. permissioned), zahteva
prethodnu verifikaciju uc¢esnika u mrezi koji su obicno medusobno poznati

Izbor izmedu javnih i privatnih blokcejna zavisi od slucaja koriSéenja

PERMISSIONED
ENTERPRISE
BLOCKCHAINS

prof. dr Dusan Gajic¢
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Tipovi blokcejn mreza

* Osnovna podela blokcejn mreza na osnovu moguénosti pristupa:

Read Write Commit Example
Public o
o Open to anyone Anyone Anyone* Bitcoin, Ethereum
permissionless
(=
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€
. : I
- Public Authorised el sub;et .
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kv,
Q Restricted to an , All or subset Multiple banks
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&s) Consortium authorised set of R — of authorised operating a shared
> participants P P participants ledger
Q
wv
e
© Private Fglly private or Internal bank ledger
. restricted to a limited Network Network shared between
permissioned :
) o set of authorised operator only operator only parent company and
(enterprise’) nodes subsidiaries

* Requires significant investment either in mining hardware (proof-of-work model) or cryptocurrency itself (proof-of-stake

model).

Izvor: https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/emeia-financial-services/ey-global-blockchain-benchmarking-study-2017.pdf
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Primene blokcejna

“Blockchains can help us advance from a ‘don’t be evil’ world to a ‘can’t be evil’ world.”

Muneeb Ali, Blockstack
(https://blockstack.org)

000

W/

Reduce the need Build a secure value Streamline business Increase record
for trust between transfer system processes across transparency and
stakeholders multiple entities ease of auditability
(reconciliation)

Izvor: https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/emeia-financial-services/ey-global-blockchain-benchmarking-study-2017.pdf
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Primene blokcejna

* Raspodela slucajeva koriscenja blokcejna prema granama privrede:

GLOBAL BLOCKCHAIN
BENCHMARKING STUDY

Dr Ganik ilman & Miche Rvchs 3% Manufacturing
o e ° . "
o 3% Energy & Utilities

© 4% Professional Services
e ==

= 6% Technology Services .
Cambridge
luln:rl:.mlﬂvl
Finance With the suppart o
NG VISA EY
' 6% Generic

7% Others

30% Banking & Finance

13% Government & Public Goods

Note: This figure is based on a list of 132 use cases, grouped into industry segments, that have been
frequently mentioned in public discussions, reports, and press releases.*®

Izvor: https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/emeia-financial-services/ey-global-blockchain-benchmarking-study-2017.pdf
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Mitovi o blokcejnu

MYTH REALITY
Blockchains are Blockchains always require some
‘trustless’ degree of trust
MYTH REALITY
Blockchains are Transactions on a blockchain
immutable or network can be reversed by
‘tamper-proof’ network participants under
specific circumstances
MYTH REALITY
I Blockchains are Blockchains are not
0 100% secure automatically more secure
than other systems

MYTH REALITY
Blockchains are GIGO (‘garbage in, garbage out’)
‘truth machines’ applies to every blockchain that

uses non-native digital assets
and/or external data inputs

Izvor: https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/emeia-financial-services/ey-global-blockchain-benchmarking-study-2017.pdf
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Prednosti blokcejna

Nepromenljiva i transparentna baza podataka za sve
ucesnike

Nema posrednika u realizaciji transakcija
Nema potrebe za poverenjem u centralni autoritet
Otporan na maliciozne ucesnike

Nema jednu tacku otkaza (SPoF), unapredena
bezbednost

prof. dr Dusan Gajic¢

299




Paralelni i distribuirani algoritmi i strukture podataka

DLT i1 konsenzus algoritmi
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Konsenzus algoritmi

Konsenzus se odnosi na proces postizanja dogovora izmedu ucesnika u
mrezi o ispravnom stanju podataka u sistemu i dovodi do toga da svi
cvorovi u mrezi dele potpuno iste podatke

Konsenzus algoritam osigurava da su podaci upisani u glavnu knjigu isti
Zza sve cvorove u mrezi i na taj nacin sprecava maliciozne ucesnike da

manipulisu podacima

Konsenzus algoritmi zasnovani na lutriji (engl. lottery — npr. Proof of Work
(PoW), Proof of Stake (PoS), Proof of Elapsed time (PoET), ...) i glasanju
(engl. voting — npr. PBFT, SBFT)

Dodatni materijali:

— Consensus Algorithms: The Root of the Blockchain Technology:
https://101blockchains.com/consensus-algorithms-blockchain/

— ConsensusPedia:

https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
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301



https://101blockchains.com/consensus-algorithms-blockchain/
https://101blockchains.com/consensus-algorithms-blockchain/
https://101blockchains.com/consensus-algorithms-blockchain/
https://101blockchains.com/consensus-algorithms-blockchain/
https://101blockchains.com/consensus-algorithms-blockchain/
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f
https://hackernoon.com/consensuspedia-an-encyclopedia-of-29-consensus-algorithms-e9c4b4b7d08f

Paralelni i distribuirani algoritmi i strukture podataka

Different Types of Consensus Algorithms

Similar to PoS but the
difference is that it depends
on various other factors

called weights. or puzzle to verify it.

Users send the coins back

into their wallet that they can't

recover from will get rewards

based on the amount.

Proof Of
Work
(Pow)

Proof of

Weight

(PoWeight)
Using this protocol you can
utilize the capacity or storage

space of user's hard drive. Proof of

Burn
(PoB)

Proof of
Capacity
(PoC)
Consensus

Algorithms

Proof of
Importance
(Pol)

Proof of
Activity rf&
(POA) <
Directed
Acyclic
Graphs
(DAG)

User that frequently send and
receive transactions will get
paid for that.

"

Delegated
Byzantine
Fault
Tolerance
(DBFT)
Uses both PoS and Pow to

ensure the reward points are

on time.

-

! DAGs don't have blockchain

: data structure and can handle
transactions asynchronously.

I
|
!
|

1
[

When a user initiates a trans-
action, ‘miners’ or supercom-
puters try to solve a problem

A user is encouraged to
spend more until he/she
becomes a validator to create
ablock .

Same as PoS but users with
more coins will get to vote
and elect Witnesses.

Proof Of
Stake i’

(Pos) Users will be able to make

customized tokens and use it
| on their farms for better
Delegated | security.
Proof Of -

Stake

| I Focuses on a gamified way of |
- 4 : a block verification among the |
professional node controllers. |

Proof of
Elapsed
Time

(POET)

) Practical

Byzantine
Fault

Tolerance
(PBFT) 1

[}
L

I Similar to Pow but the diffe-
rence is that it focuses more
Simplified on consumption.
Byzantine
Fault

Tolerance

(SBFT)

Byzantine used a particular
| Sequence to keep the rouge
| users at bay.

r b
I Asingle validator can bundle
| Proposed transactions and

| create a new block.
L
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Konsenzus algoritmi: dokaz posla

* Dokaz posla (engl. Proof of Work — PoW) konsenzus algoritam podrazumeva
resavanje zagonetke zahtevne za izracunavanje kako bi se omogucilo
kreiranje novih blokova u blokcejnu — zasnovan na lutriji

* Koncept — Cyntia Dwork i Moni Naor
(http://www.wisdom.weizmann.ac.il/~naor/PAPERS/pvp.ps) | 993. kao ekonomska mera zastite
od slanja spam poruka

* Hashcash — Adam Back 1997. PoW sistem za limitiranje spama i
sprecavanje denial-of-service (DoS) napada, koristi se i u Bitcoinu — jedini
nacin da se pronade zaglavlje sa zeljenim osobinama algoritmi grube sile (engl.
Brute force), ali provera dokaza je laka

* Kiljucno svojstvo asimetricnost — posao mora biti umereno tezak ali
izvodljiv na strani zahtevaoca usluge, ali lako proveriv od strane pruzaoca
usluge

* Proces je kolokvijalno poznat kao rudarenje ili majning (engl. mining), a
cvorovi u mrezi ukljuceni u rudarenje kao rudari ili majneri. Podsticaj za
rudarenje je ekonomski, zato sto svaki novi blok donosi odredeni iznos
kriptovalute i provizije na transakcije ukljucene u blok
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Konsenzus algoritmi: dokaz uloga

* Dokaz uloga (engl. Proof of Stake — PoS) konsenzus algoritam predstavlja
generalizaciju PoW algoritma — takode zasnovan na lutriji

* Kod PoS su cvorovi poznati kao validatori i, umesto rudarenja, oni validiraju
transakcije kako bi zaradili proviziju od transakcije, nema rudarenja, svi novcici
(engl. coins) postoje od prvog dana, koristi se kod Ethereum-a

* Cvorovi se slucajno odabiraju za validatore blokova, verovatnoc¢a ove
slucajne selekcije zavisi od velicine uloga nekog c¢vora

— ako ¢vor X poseduje 2 novcica,a cvorY | novcic, tada je verovatnoca da
ce X biti izabran za validatora dvostruko veca odY

* Kljucno je uvodenje slucajnosti u proces odabira kako bi se izbegao
scenario u kome se najbogatiji stalno biraju za validatore transakcija,
konstantno prikupljaju nagrade i postaju sve bogatiji

* PoS algoritam izbegava energetsku neefikasnost PoWV algoritama
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Konsenzus algoritmi: PoW vs PoS

PoW vs Pos Simply Explained

Proof of Work (PoW) Proof of Stake (PoS)

i K K. T op~

The mining capability of a particular miner depends on how

The amount of work done by a particular miner determines his/her
possibility of mining a single block and the reward of getting a coin. many coins he/she already has.

The miners get lesser Bitcoins over time. Such smaller incentives The 51% attack is ridiculously expensive in the Proof of Stake
ensure less chance of the 51% attack. (PoS) method.

S o _ o A rF
R [ —— ol
o A e s '~
§ il . Ops
The community-bond of the miners of PoW is extremely strong. The community-bond of the stakeholders of PoS is not that
strong. So, PoS community is more decentralized.

Thus the possibility of the community to become more
centralized increases with time.
’ .
¢ 101 Blockchains
Created by 101blockchains.com
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Konsenzus algoritmi: dokaz proteklog vremena

* Dokaz proteklog vremena (engl. Proof of Elapsed Time — PoET) je
konsenzus algoritam koji resava problem vizantijskih generala
primenom izvrsavanja programa u okruzenju sa poverenjem
(engl. trusted execution environment) — algoritam zasnovan na
lutriji

* PoET stohasticki bira pojedinache peer-ove da izvrse zahteve
datom ciljanom brzinom. Pojedinacni peer-ovi uzorkuju
slucajnu promenljivu sa eksponencijalnom distribucijom i
cekaju onoliko vremena koliko je odredeno uzorkom.Varanje
se sprecava primenom okruzenja sa poverenjem, verifikacijom
identiteta i stavljanjem na crnu listu putem asimetricnog
kriptosistema i dodatnim skupom polisa za izbore (engl. election
policies)

* Primer: Hyperledger Sawtooth — PoET u Intel SGX (Safe Guard
Extension) okruzenju

( ttps://sawtooth.hyperledger.org/docs/core/releases/ | .0/architecture/ poet.html)
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Konsenzus algoritmi: dokaz proteklog vremena

* Primer: Hyperledger Sawtooth — PoET u Intel SGX:

— enklave (funkcije u koje se veruje) dodeljuju vreme cekanja

— validator sa najkracim dodeljenim vremenom bira se za lidera
— Funkcijama CreateTimer i CheckTimer kreira se i verifikuje tajmer za blok transakcija koji
je garantovano kreirala enklava

1 Intel® SGX Application
1. App is built with trusted and

Untrusted Code ~ Trusted Code untrusted parts
= o 2. App runs and creates the enclave,
Create Enclave Ll Process Secrets which is placed in trusted memory
£y e 3. Trusted function is called, and
Call Trusted Ratien execution is transitioned to the
e enclave
4. Enclave sees all process data in the
Normal
Bt Call gate clear; external access to the enclave

x data is denied

5. Function returns; enclave data
remains in trusted memory

Privileged System Code 6. Normal execution resumes
0S, VMM, BIOS, SMM

Izvor: https://software.intel.com/en-us/articles/intel-software-guard-extensions-tutorial-part- | -foundation
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Konsenzus algoritmi: SBFT

Konsenzus algoritam pojednostavljene vizantijske tolerancije otkaza
(engl. Simplified Byzantine Fault Tolerance) implementira prilagodenu verziju
PBFT — algoritam zasnovan na glasanju

Osnovna ideja ukljucuje jedinstvenog validatora koiji pakuje
predlozene transakcije i formira novi blok. Za razliku od Bitcoina, ovde je
validator poznata strana posto je algoritam namenjen glavnim knjigama sa
kontrolom pristupa (engl. permissioned)

Konsenzus se postize tako sto minimalni broj drugih cvorova u mrezi
potvrdi blok. Kako bi imao vizantijsku toleranciju, minimalni broj cvorova
za konsenzus je 2f+ | u sistemu sa 3f+ | cvorova, gde je f broj otkaza u
sistemu

Primer: ByzCoin, unapredenje Bitcoin protokola u smislu skalabilnosti
(https://static |.squarespace.com/static/5b0be2f4e2ccd|2e7e8a9be9/t/5b2a9148f950b7e4204bbbb8/1529516362810/ ByzCoin.pdf)
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Konsenzus algoritmi: FBA

Konsenzus algoritmi federativhog vizantijskog dogovora (engl.
Federated Byzantine Agreement — FBA) se zasnivaju na opstoj ideji da
je svaki vizantijski general odgovoran za svoj sopstveni lanac i
ureduje dolazece poruke kako bi utvrdio iStiNU (ueuseisumes-sprcnpspersiasos oer)

FBA algoritmi pruzaju veliki propusni opseg, nisku cenu
transakcija i visoku skalabilnost mreze, tako da predstavljaju
jako dobro resenje za postizanje distribuiranog konsenzusa

Kod Ripple-a (https://ripple.com) generali (tj. validatori) se unapred
biraju od strane Ripple fondacije

Kod Stellar-a (https://www.stellar.org) svako moze biti validator,

tako da ucesnici biraju kojim validatorima ce verovati

ofripple # sTELLAR
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Konsenzus algoritmi: DAG

Usmereni aciklicni grafovi (engl. Directed Acyclic Graphs — DAGs) predstavljaju
generalniji oblik distribuirane strukture podataka koiji je interesantan zbog
svoje inherentne skalabilnosti

Klasi¢ni blokcejn sistemi zasnivaju se na linearnoj strukturi u koje se blokovi
dodaju jedan po jedan u lanac Sto sprecava paralelizaciju

Kod DAG se blokovi/transakcije mogu dodavati paralelno, pri cemu svaki
blok/transakcija potvrduje odredeni broj prethodnih blokova sto cini DAG
inherentno skalabilnim

Primeri DAG:

— Constellation (https://constellationnetwork.io/)
— Tangle (IOTA — https://www.iota.org)

— Hedera Hashgraph (https://www.hedera.com/whitepaper) — asinhroni BFT

- BIOCk‘Lattlce (NanO) ‘httEs://raiblocks.netlmedia/RaiBlocks Whitepaper English.gdf)

- SPECTRE (https://medium.com/@avivzohar/the-spectre-protoco|-7dbbebb707b5) - pl"eC"OienO regen]e Za Ska|ll"an]e BItCOIna
primenom PoVV i DAG
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Konsenzus algoritmi: DAG

Blockchain

Izvor: https://medium.com/coinmonks/dag-will-overcome-blockchain-problems-dag-vs-blockchain-9ca30265| 122
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